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Training Fiche Template

	Title
	Identify and Face Virtual Threats

	Keywords (meta tag)
	Safety Online, Protecting Devices & Personal Data Antivirus Software Recommendations 

Software

	Provided by
	Irish Rural Link

	Language
	English

	Objectives / goals / learning outcomes

	· Understand the challenges and risks of Internet use
· Identify Virtual threats
· Protect Devices & Personal Data

	Training area: (Select one)

	1. Digital Communication                                                                              
2. Online Content Creation

3. Virtual Reputation

4. Audience Engagement

5. Safety and Data Protection including GDPR

6. Creativity and Critical Thinking in a Digital Era

7. Copyrights and Legal Assessment

8. Programming and Basic Introduction to Computer Technology

9. Netiquette

10. Identify and Face Virtual Threats

√


	Description

	Smart Ways to Protect your Personal Data
Top 10 Internet Safety Rules & What Not to Do Online
Protecting Devices
What is Antivirus Software?
Tips to protect your computer
Antivirus Recommendations
How to install antivirus on your computer

	Contents arranges in 3 levels

	1. Module Name: Identify & Face Virtual Threats 
1.1. Unit Name: Identify & Face Virtual Threats
1.2 Protecting Devices & Personal data:

1.1.1Contents:
Identify & Face Virtual threats

 Smart Ways to protect your personal data

Top 10 Internet Safety Rules & What Not to Do Online
 How to set / secure passwords in PC 

 What is Antivirus software

 Tips to protect your Computer

Antivirus Recommendations

Windows Antivirus Installation

UTube – How to protect your Computer


	Practical tips

	· Make It Harder for Other People to Get Credit in Your Name
· Put Passwords on Your Devices
· Use Stronger Passwords
· Set up Two-Factor Authentication on Your Financial and Email Accounts
· Don't Do Your Online Shopping and Banking at the Local Cafe
· Update Your Software Regularly
· Don't Give Out Personal Information on the Phone or Through Email or Text
· Be Careful About Opening Email Attachments or Clicking Links

	5 glossary entries

	· Keep Personal Information Professional and Limited
· Keep Your Privacy Settings On
· Practice Safe Browsing
· Make Sure Your Internet Connection is Secure
· Be Careful What You Download
· Choose Strong Passwords
· Make Online Purchases from Secure Sites
· Be Careful What You Post
· Be Careful Who You Meet Online
· Keep Your Antivirus Program Up to Date
· 

	Bibliography and Further References

	

	Useful links

	· Link 1https://

 HYPERLINK "https://www.youtube.com/watch?v=HH0xdWpckZY" www.youtube.com/watch?v=HH0xdWpckZY
· Link 2 https://www.frontiersin.org/articles/10.3389/fict.2019.00005/full


	5 multiple-choice self -assessment questions

	Name two ways to protect your personal data?

Name three ways to protect your Device?

Name one thing Not to Do Online?

What is Antivirus Software?

	Related Material
	

	Related PPT
	

	Reference Link
	

	Video in YouTube format (if any)
	https://

 HYPERLINK "https://www.youtube.com/watch?v=HH0xdWpckZY" www.youtube.com/watch?v=HH0xdWpckZY
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